In this paper; the effect of network-induced delay introduced into the control loop is modelled as time-varying disturbance. Based on this model, a fault isolation filter (FIF) forfault detection of networked control systems (NCSs) with multiple faults is then parameterized. Directional residual generations decoupling from the disturbance ensure the treatment of multiple faults appearing simultaneously or sequentially. The remaining degrees of freedom in the design of the filter's gain are used to satisfy an Ho, disturbance attenuation and poles assignment constraints in the frame of Markov jump linear systems (MJLS). The sufficient existence conditions of the free parameters areformulated as a convex optimization problem over a couple of linear matrix inequalities (LMIs). An illustrative example is given to show the efficiency of the proposed methodfor NCS.
Introduction
Networked Control Systems (NCSs) may represent a class of spatially distributed systems wherein the plants, sensors, controllers and actuators are assembled feedback loops through a shared communication network. Because of the inherent complexity of such systems, the control issues of NCS have attracted most attention of many researchers with taking into account network-induced delays and/or packet losses, and so on. For instance, the stability and stabilization problems of NCS were investigated in [8, 15, 1, 30, 12] for network-induced delays, [13, 20] for packet losses, and [9, 27, 29, 11] for network-induced delays and packet losses. We refer the readers to the survey [23] for more information about the state-of-the-art of NCS.
On the other hand, due to an increasing complexity of dynamical systems, as well as the need for reliability, safety and efficient operation, the model-based fault detection and isolation (FDI) has been becoming an important subject in modem control theory and practice, see e.g. [25, 3, 4, 2, 14] and the references therein. The procedures of model-based FDI problem are i) generations of residuals which are ideally close to zero under fault-free conditions, minimally sensitive to noises and disturbances and maximally sensitive to faults, ii) residual evaluation, namely design of decision rules based on these residuals. When involving the model-based FDI of NCS, the aforementioned problems will be more complex than those of traditional point-to-point systems because of the networkinduced effects. Whereas there are ample significant results on the control issues of NCS, the studies related to FDI of NCS are just at the starting point, which motivates the current research of this paper.
In this paper, we show our attention on the design of a robust fault isolation filter for networked control systems with network-induced delays and multiple faults. Similar to [8] , sensor-to-controller network-induced delay and controller-to-actuator network-induced delay are lumped together as a single delay, which is assumed to be random and governed by a Markov chain. Then, the effect of network-induced delays introduced into the control loop is regarded as time-varying disturbance. Based on this model, a fault isolation filter for fault detection of such networked control systems is then parameterized in order to generate the residuals having directional properties in response to a particular fault and decoupling from the disturbance. The remaining degrees of freedom in the design of the filter's gain are used to satisfy an Ho, disturbance attenuation and poles assignment constraints in the frame of Markov jump linear systems (MJLS). The sufficient existence conditions of the free parameters are formulated as a convex optimization problem over a couple of linear matrix inequalities (LMJs), which can be very efficiently solved by interior-point methods.
The rest of this paper is organized as follows. In Section 2, the networked control systems model taking into account network-induced time-delays and multiple faults is described and main assumptions are presented. Parameterized solutions to the gains of filter and projector, and a sufficient condition for the free parameter satisfying two constrained conditions are developed in Section 3. An illustrative example is presented in Section 4 to show the effectiveness of the result.The paper is concluded in Section 5.
Notations 2 Problem description and preliminaries
The networked control system structure discussed in this paper is shown in Fig. 1 According to the property of definite integral, Equation (4) . Therefore, the traditional strategy ofdetecting and isolating multiple faults must be reevaluatedfor the NCS.
Remark 2 Inspired by the principles of DeltaModulation which was introduced in [6] for NCS to generally decrease bits to specify the control signal, we propose to send the decrements of the control signals rather than sending them directly. The actual input signal Uk is readily reconstructed by discrete-time integration as Uk = U-1-AUk U -=1AU,, where U is the initial control signal and assumed to be known in advance. Because the FDI scheme considered in this paper is open-loop, the term BUk in the dynamics equation (4) will not be important and can be omitted when computing the residual. Therefore, we only focus the attention on the property of AUk. Remark 4 Utilizing a receding horizon scheme as deployed in model predictive control, see e.g. [6, 28] , the optimal Auk can be obtained which is not within the scope of this paper When implementing the design ofFDI, Auk is assumed to be known.
indexes and matrices introduced in [10] still hold true for system (7) . We end this section by recalling these definitions which will be essential for the proofs in the next section. The following filter is presented as the residual generator of NCS (7): (8) where XZk is the state of the filter, a k the residual generator or the fault indicator. Filter gain K C RXm and projector L C RqXm are unknown matrices to be found for the solution of the fault detection and isolation problem.
The objectives of this paper are i) to construct a fault isolation filter as (8) for fault detection and isolation of multiple faults in networked control system, ii) to design a free parameter ensuring that the energy ratio between useful and disturbance signal Wk defined on the fault indicators is maximized, iii) to locate the closed-loop poles within a prescribed region in the complex plane in order that the residual dynamical has the given transient properties.
It should be noted that the particular case we have focused on ensures that the definitions of fault detectability
In this section, we will firstly give the parameterized solutions of filter gain and projector. Under two constrained conditions, a robust FIF for NCS will then be designed from reduced gains describing the available degrees of freedom.
From (4) and (8) 
Substituting (13) where avk is a deadbeat filter of fault nk and given by:
where cvk is the faults indicator signal without faults and propagates from the fault-free state estimation error ek Remark 6 By locating the closed-loop poles in a prescribed region in the complex plan, the constraint C2 ensures that the error system (18) has the given transient properties. This scheme is borrowedfrom the robust control of linear system with poles constraints, see e.g. [7, 24, 26] .
Before proceeding further, we recall the notation of second-moment stability (SMS) and some related results. Consider the following stochastic system 2:
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Xk] (22) [ (24) where Pi = ,=1 )xjPi and i Ok C S.
iii) there exist matrices Pi > 0 and Gi that satisfy
where Pi = s=1 AijPj and i = Ok C S.
Proof. The equivalence of i) and ii) has been proven in [19] . By the so-called slack variable method which was introduced in [16, 17] , the equivalences of i) and iii), ii) and iii) will be proven. (29) which immediately implies (27) satisfying the constraint C2. In summary, the free parameters are designed as Ki = G. Yi ensuring the SMS of the error system (18) and the constraints C1 and C2. The proof is complete.
Remark 8 Given discs Di(i&i), i = Oc S, the search problem of the lowest possible value of y can be formulated as the following convex optimization problem: 02F: min P pT >O,Gi ,Yi (30) s.t. LMI (26) , (27) which can be effectively solved by the existing Matlab LMI toolbox [5] . 
where A = A-wHC, C = EC, then thefree parameters are designed as Ki = Gi--Y ensuring the SMS of the error system (18) and the constraints C] and C2. At the minimal possible value of y leading to a solution Pi = P T > 0, Gi and Yi, the energy ratio between useful and disturbance signal defined on the fault indicators will be maximized.
Proof. If there exist matrices Pi = P T > 0, Gi and Yt = GiKi such that (26) holds, we obtain:
where Ai A-KiC, Bi = Bl,i, Ci = HC. By Schur complement, we obtain that (28) implies (25) . So, the free parameter Ki = Gi 1Yi ensures the SMS of the error system (18) and the constraint C I.
Furthermore, if there exist matrices Pi = PT > 0, Gi and Yi = GiKi such that (27) holds, pre-multiplying and
In this section, we will present an example to illustrate the design approach proposed in this paper. We borrow the modified example from [10] described by (7), where the parameters are as follows: The fault associated to the first column of the matrix F occurs at time instant r1 = 50 with n) = 10sin(0.1k). The fault associated to the second column occurs at time instant r2 = 120 with n 2 = 5. Fig.2 gives the innovation sequences of Markov chain mode, the networkinduced time-delay governed by such Markov chain and the control decrements Auk = [(Au1)k, (Au2)klT. It should be noted that the finite scalar set U of the communication scheme S1 is given as U = {-1, 0, 1} when implementing simulation. where nj is the value of the variable ni in the j-th step, a' is the estimate of n' , and i = 1, 2. From Fig.3 and Tab. 1 which shows the RMS of the fault estimation errors, we can conclude that the FIF (16) with the free parameters Ki (i = 1, 2, 3) works better than the FIF (16) without the free parameters does. 5 
Conclusion
This paper modelled the effect of network-induced delay introducing into the control loop as time-varying disturbance. Based on this model, a fault isolation filter for fault detection of networked control systems with multiple faults was then parameterized. Directional residual generations decoupling from the disturbance ensured the treatment of multiple faults appearing simultaneously or sequentially. The remaining degrees of freedom in the design of the filter's gain were used to satisfy an Ho, disturbance attenuation and poles assignment constraints within the framework of Ho, control for Markov jump linear systems. The sufficient existence conditions of the free parameters were formulated as a convex optimization problem over a couple of linear matrix inequalities. An Illustrative example was then given to show the efficiency of the proposed method for NCS. In contrast with the fault isolation filter without free parameters, it can be concluded that the proposed fault isolation filter works better for NCS.
Throughout the paper, only the network-induced delays shorter than one sampling period were taken into account in the model of the networked control system. Since the inherent complexity is concerned with the model of networked control system, much work can be carried out especially for the case where the network-induced delays are longer than one sampling period. On the other hand, the control decrement sequences in this paper are assumed to be known in advance. If the network scheduling algorithm is adopted to optimize the sequences, the fault estimation performance will be expected to increase. Study of integrating network scheduling and fault detection and isolation problem for networked control systems is also encouraged. 
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